BANETLOCK

Elektronikus alairas | Idébélyegzés | e-Konverzié | e-Archivalas | PKI-tandcsadéas és -rendszer-intgeracio

ﬂ https://netlock.com

NETLOCK CA HIERARCHY

Documentation about the structure, hierarchy and other details of
NETLOCK's CAs

BANETLOCK

NETLOCK Informatics and Network Security Services Limited Liability Company

Document name: NETLOCK CA Hierarchy
Document short name: CA-HIER-EN
Version: 231231
Document identifier (OID): 1.3.6.1.4.1.3555.1.6.3.0.231231
Date approved: 2023.12.31.
Valid from: 2023.12.31.
No. of pages: 18

Prepared by: NETLOCK Compliance

dr. Vey Dorottya

Approved by: o4 of Compliance

.
é, B = o NETLOCK Kft. cim: 1101 Budapest, Expo tér 5-7. postacim: 1439 Budapest, Pf. 663.
Q erfOp \) cert Op  telefon: +36 1437 6655 telefax: +36 1700 2828 e-mail: info@netlock.com web: https://netlock.com
N\ 1sayec 27004 \—__ 150 9001



© COPYRIGHT, NETLOCK KFT. — ALL RIGHTS RESERVED

Tartalom
A 10 i o To [ ot o o O T PO TP UPP RO PSR PRPTOP 3
1.1 CA Certificates @Nd CRLS ....couiiiiietieteeeesiee ettt sttt b e st st sb e e b e sane e 3
N £ W o X 01N o 1= - ol V2RSSR 3
2.1 CT=Y Y= = | e [T ol T 1 4 o] o PSPPI 3
2.2 ISSUEA CEIIfICATE TYPES weviiiieiiiie it e e s e e s raba e e e s sareeeeennsreeeeas 3
2.2.1  ROOTS ittt e e e e s s e e e e s s nrraee 3
2.2.2  QUAKLITIEA CAS ..ttt ettt st sttt b e be e bttt et e sheesaee e 4
2.2.3  NON qQUAlIfIEd SIBNEI CAS ...ttt e et e e e e bee e s enree e e e nraeeeenreeas 6
2.2.4  Non-qualified NON-SIZNEI CAS ......ueiiiiiieiecciee ettt e e e e e e s e e e s sabee e e ssareeeessareeas 6
2.2.5  ONliNE SSLCA (PDVCA) ..ttt ettt e ctee s tte e s te e e stae e s te e eba e e ateesabeeessseesnsassnsaeesnsennn 7
23 SEPUCTUIE <. et e s re e s s sre e e s snree s 8
24 CA Certificates @Nd CRLS....cocuiiiiiiiieie ettt ettt st sttt e b e sbe e b e saee st e eneees 11
3 Cross COrTIfICAtIONS c...eiuiiiii ittt sttt ettt et et s 15
4 CA certificates not covered by any ro0ot Programs........ceccueeeiecieeeiiiieeeeecieee e e esreeeesssreeeeeenes 15
4.1.1  CA Certificates and CRLS ..ccc.ueeiiiiiiiieniee ettt ettt ettt sttt e e s e sbee e sareesbeeesaree s 16
4.2 SHA256 Governmental CA hi€rarChy .......c.oeoocuiii ittt 16
Ny N CT=Y o V=T = Mo (<o a1 o] o RS 16
Ny A LU =T R ol ] fToF= Y I 4V o =T 16
L T 4 ¥ ot { V| =TT 17
4.2.4  CAcertificates and CRLS ......cceeiiiiienierieee ettt sttt 18

OID: 1.3.6.1.4.1.3555.1.6.3.0.231231



1 Introduction
This document describes the NETLOCK CA hierarchy.

1.1 CA certificates and CRLs

Short name | Full name CA availability CRL availability
in structure
SHA1 QA Netloc_k Mmogtett Kozjegyzoi (Class QA) www.netlock.hu/index.cgi?ca=mshea www.netlock.hu/index.cgi?crl=mshea
Tanusitvanykiado
. . ) el ki
SHAL A NetIO(:‘k Kouggyzm (Class A) www.netlock.hu/index.cgi?ca=koziegyzoi www.netlock.hu/lndex,cgl.crI kozjeg
Tanusitvanykiado yzoi
SHA1B Netlock Uzleti (Class B) Tanusitvanykiado www.netlock.hu/index.cgi?ca=uzleti www.netlock.hu/index.cgi?crl=uzleti
i i?crl=
SHAL C Netloc.k Expre':ssz (Class C) www.netlock.hu/index.cai?cazexpressz www.netlock.hu/index.cgi?crl=expres
Tanusitvanykiado sz
SHA1 MKB Netlock controlled CA for MK8 Bank, already archived already archived
Hungary
SHA1 MNB Netlock controlled CA for MNB Bank, already archived already archived
Hungary
SHA1 OnlineSSL | Netlock OnlineSSL Hitelesito Alegyseg already archived already archived

2 SHA256 CA hierarchy

2.1 General description
The Netlocks SHA256 hierarchy started at the end of 2012 when the SHA1 roots are stopped.

Following the new standards it was chained under the root Netlock Arany (Gold)

The changes were:

2.2
2.2.1 Roots

signer and non-singer purposes were separated by CA, for the signer CA-s only signer

certificates were allowed to issue,

authentication and server certificates are separated,
the same identification levels were introduced, so the transition was seamless for the users.
(signer cert issued by a signer iCA, encryption cert issued by a non-signer iCA)

Netlocks got cross certification from Microsoft on its roots for Kernel Mode Code Signing.

Issued certificate types

They are issuing only iCA and OCSP certificates.

These are:

NetLock Arany (Class Gold) Fétanusitvany

It’s the actual root of the structure

NetLock Platina (Class Platinum) F6tanudsitvany
4096 bit root for certificate issuance
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e NETLOCK TLS ECCCA
edcsa bit root for certificate issuance

e NETLOCK Test ECC CA
edcsa bit root for certificate issuance

e NETLOCK Root ECC CA
edcsa bit root for certificate issuance

e NETLOCK TSA ECC CA
edcsa bit root for certificate issuance

e NETLOCK Test TSA ECC CA
edcsa bit root for certificate issuance

e NETLOCK Test RSA 4096 CA
4096 bit root for certificate issuance

e NETLOCK RSA 4096 CA
4096 bit root for certificate issuance

e NETLOCK Test RSA 2048 CA
2048 bit root for certificate issuance

e NETLOCK RSA 2048 CA
2048 bit root for certificate issuance

2.2.2 Qualified CAs
They are issuing signer certificates, applicable normalized policy is: NCP+
NETLOCK Qualified Trust EV CA normalized policy is: EVCP

These are:

e NetlLock Mindsitett Eat. (Class Q Legal) Tanusitvanykiadd
Its only issues qualified signer certificates for natural persons on SSCD, or on device
Its also issues the Time Stamping certificates too for Netlocks time stamping service.
e NetlLock Mindsitett Eat. (Class Q Legal S) Tanusitvanykiado
Its only issues qualified signer certificates for legal persons on SSCD, or on device.
e NETLOCK Qualified Trust CA
Issues EIDAS compliant qualified certificates
e NETLOCK Qualified Trust SCD CA
Issues EIDAS compliant qualified certificates on SCD
e NETLOCK Qualified Trust QSCD CA
Issues EIDAS compliant qualified certificates on QSCD
e NETLOCK Qualified Trust RQSCD CA
Issues qualified certificates on RQSCD to legal persons, in order to create a qualified seal.
Issues qualified certificates on RQSCD to natural persons in order to create a qualified
signature.
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e NETLOCK Qualified Trust EV CA
Issues EIDAS compliant qualified web-site authentication certificates for legal persons.
e NETLOCK Qualified Trust EV 2 CA
Issues EIDAS compliant qualified web-site authentication certificates for legal persons.
e NETLOCK Qualified Trust EV 3 CA
Issues EIDAS compliant qualified web-site authentication certificates for legal persons.
e NETLOCK Trust Qualified ECC CA (qgtrusteccca)
Issues qualified certificates to legal persons, in order to create an advanced seal.
Issues qualified certificates to natural persons in order to create an advanced signature.
e NETLOCK Trust Qualified SCD ECC CA (gtrustscdeccca)
Issues qualified certificates on SCD to legal persons, in order to create an advanced seal.
Issues qualified certificates on SCD to natural persons in order to create an advanced
signature.
e NETLOCK Trust Qualified QSCD ECC CA
Issues qualified certificates on QSCD to legal persons, in order to create a qualified seal.
Issues qualified certificates on QSCD to natural persons in order to create a qualified
signature.
e NETLOCK Trust Qualified RQSCD VRA ECC CA
Issues qualified certificates on RQSCD to legal persons via VideoRA, in order to create a
qualified seal.
Issues qualified certificates on RQSCD to natural persons via VideoRA in order to create a
qualified signature.
e NETLOCK Trust Qualified TSA ECC CA (qgtrusttsaeccca)
e NETLOCK Trust Qualified RSA 2048 CA (qgtrustrsa2048ca)
Issues qualified certificates to legal persons, in order to create an advanced seal.
Issues qualified certificates to natural persons in order to create an advanced signature.
e NETLOCK Trust Qualified SCD RSA 2048 CA (qtrustscdrsa2048ca)
Issues qualified certificates on SCD to legal persons, in order to create an advanced seal.
Issues qualified certificates on SCD to natural persons in order to create an advanced
signature.
e NETLOCK Trust Qualified QSCD RSA 2048 CA (qgtrustgscdrsa2048ca)
Issues qualified certificates on QSCD to legal persons, in order to create a qualified seal.
Issues qualified certificates on QSCD to natural persons in order to create a qualified
signature.
e NETLOCK Trust Qualified RQSCD VRA RSA 2048 CA (qgtrustrgscdvrarsa2048ca)
Issues qualified certificates on RQSCD to legal persons via VideoRA, in order to create a
qualified seal.
Issues qualified certificates on RQSCD to natural persons via VideoRA in order to create a
qualified signature.
e NETLOCK Trust Qualified TSA RSA 2048 CA (qtsarsa2048ca)
e NETLOCK Trust Qualified RSA 4096 CA (qgtrustrsa4096ca)
Issues qualified certificates to legal persons, in order to create an advanced seal.
Issues qualified certificates to natural persons in order to create an advanced signature.
e NETLOCK Trust Qualified SCD RSA 4096 CA (qtrustscdrsa4096ca)
Issues qualified certificates on SCD to legal persons, in order to create an advanced seal.
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Issues qualified certificates on SCD to natural persons in order to create an advanced
signature.

e NETLOCK Trust Qualified QSCD RSA 4096 CA (gtrustgscdrsa4096ca)
Issues qualified certificates on QSCD to legal persons, in order to create a qualified seal.
Issues qualified certificates on QSCD to natural persons in order to create a qualified
signature.

e NETLOCK Trust Qualified RQSCD VRA RSA 4096 CA (qgtrustrgscdvrarsa4096ca)
Issues qualified certificates on RQSCD to legal persons via VideoRA, in order to create a
qualified seal.
Issues qualified certificates on RQSCD to natural persons via VideoRA in order to create a
qualified signature.

2.2.3 Non qualified Signer CAs
They are issuing signer end entity certificates only, applicable normalized policies are: NCP, NCP+

These are:

o NetlLock K6zjegyzGi Eat. (Class A Legal) Tanusitvanykiado (stopped)
e Netlock Uzleti Eat. (Class B Legal) Tanusitvanykiadé (stopped)

e NetlLock Expressz Eat. (Class C Legal) Tanusitvanykiaddé (stopped)

e MNB Eat. Tanusitvanykiadd (stopped)

e KELER Eat. Tanusitvanykiadd (stopped)

e MKB Tanusitvanykiado

e NETLOCK Trust Advanced CA

e NETLOCK Trust Advanced Plus CA (issues only NCP+ certificates)
e NETLOCK Trust ECC CA

e NETLOCK Trust Advanced ECC CA

e NETLOCK Trust Advanced Plus ECC CA

e NETLOCK Trust TSA ECC CA

e NETLOCK Trust RSA 2048 CA

e NETLOCK Trust Advanced RSA 2048 CA

e NETLOCK Trust Advanced Plus RSA 2048 CA
e NETLOCK Trust TSA RSA 2048 CA

e NETLOCK Trust RSA 4096 CA

e NETLOCK Trust Advanced RSA 4096 CA

e NETLOCK Trust Advanced Plus RSA 4096 CA
e NETLOCK Trust TSA RSA 4096 CA

2.2.4 Non-qualified Non-signer CAs
They are issuing authentication, encryption, and IV, OV and EV SSL certificates, applicable normalized
policies are: NCP, NCP+, IVCP, OVCP, EVCP

These are:

e NetlLock Ko6zjegyzGi (Class A) Tanusitvanykiado
e Netlock Uzleti (Class B) Tanusitvanykiadé
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e NetlLock Expressz (Class C) Tanusitvanykiadd
e NETLOCK Trust CA

e NETLOCK Trust SSL CA

e NETLOCK Trust EV CA

e NETLOCK Trust EV 2 CA

e NETLOCKTLS OV ECCCA

e NETLOCKTLS OV ECCCTCA

e NETLOCKTLS EV ECC CA

e NETLOCKTLS EV ECCCTCA

e NETLOCK TLS Qualified EV ECC CA

e NETLOCK TLS Qualified EV ECC CTCA
e NETLOCKTLS DV ECC CA

e NETLOCKTLS DV ECC CTCA

2.2.5 Online SSL CA (PDVCA)
It issues DV SSL certificates only, applicable normalized policies are: DVCP

e NETLOCKTLS DV ECC CA
e NETLOCK TLS DV ECC CTCA
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2.3 Structure
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ROOT ICA
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SHA2

PLATINUM
PDVCA

PDVCA
OCSP
NETLOCK Root ECC CA
v A 4
Fokozott CA Mindsitett CA
N
NETLOCK Trust ECC CA NETLOCK Trust Qualified QSCD ECC CA
e A
NETLOCK Trust Advanced ECC CA NETLOCK Trust Qualified ECC CA
A A
NETLOCK Trust Advanced Plus ECC CA NETLOCK Trust Qualified SCD ECC CA
A A
NETLOCK Trust Qualified RQSCD VRA 1
ECCCA
A
l NETLOCK TLS ECC CA
Fokozett CA O
[ NETLOCK TLS EVECC CA NETLOCK TLS OV ECC CA NETLOCK TLS OV ECC CA NETLOCK TLS Quaited EV ECC CA
) [ NETLOCK TLS EV ECC CTCA ] [ NETLOCK TLS DV ECC CTCA ] [ NETLOCK TLS OV ECC CTCA ] k’mocx TLS Cuaiies EV ECC crc;-]
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NETLOCK RSA 2048 CA

v v
Fokozott CA Mindsitett CA

r N

NETLOCK Trust RSA 2048 CA NETLOCK Trust Qualified RSA 2048 CA

A A

-

NETLOCK Trust Advanced RSA 2043 CA] NEFLOGK Inus] Gualiing SCD

RSA 2048 CA
NETLOCK Trust Advanced Plus ) f NETLOCK Trust Qualified QSCD
RSA 2048 CA RSA 2048 CA
NETLOCK Trust TSA RSA 2048 CA NETLOCK Trust Qualified RQSCD VRA
RSA 2048 CA

NETLOCK Trust Qualified TSA

RSA 2048 CA
NETLOCK RSA 4096 CA
4 v
Fokozott CA Mindsitett CA
Ny r
NETLOCK Trust RSA 4096 CA NETLOCK Trust Qualified RSA 4096 CA
NETLOCK Trust Advanced | NETLOCK Trust Qualified SCD
RSA 4096 CA RSA 4096 CA
NETLOCK Trust Advanced Plus i i NETLOCK Trust Qualified QSCD
RSA 4096 CA RSA 4096 CA
NETLOCK Trust TSARSA 4096 CA NETLOCK Trust Qualified RQSCD VRAﬁ
) RSA 4096 CA
NETLOCK Trust Qualified TSA
RSA 4096 CA
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NETLOCK TSAECC CA

Fokozott CA

Mindsitett CA

[ NETLOCK Trust TSAECC CA

] [NETLOCK Trust Qualfied TSAECC CA]

2.4 CA certificates and CRLs

Short name in Full name CA availability CRL availability
structure
SHA2 GOLD ElgE::;:fQ;a:J (Class Gold) www.netlock.hu/index.cgi?ca=gold www.netlock.hu/index.cgi?crl=gold
NetLock Platina (Class Platinum) http://www.netlock.hu/index.cgi?ca=platin | http://www.netlock.hu/index.cgi?crl=pl
SHA2 PLATINUM e . ;
Fétanusitvany um atinum
NetLock Mindsitett Eat. (Cl
SHA2 Q EAT L:gar;?rangzifc)\i;r?ykiaiié( ass Q www.netlock.hu/index.cgi?ca=cqlca www.netlock.hu/index.cgi?crl=cqlca
s ) ) R
SHA2 QS EAT NetLock Mlnlo§|teltt E?t. (ICIass Q htto://www.netlock.hu/index.cai?ca=calsca http://www.netlock.hu/index.cgi?crl=cq
Legal S) Tanusitvanykiado Isca
. i i?crl=
QTRUST NETLOCK Qualified Trust CA http://www.netlock.hu/index.cgi?ca=qgtrust :Z?.//www.netlock.hu/mdex.cgl.crI at
. i i?ca= i i?crl=
QTRUST SCD NETLOCK Qualified Trust SCD CA :Ct(tjp.//www.netlock.hu/lndex.cgl.ca gtrust \:;ww.netlock.hu/mdex.cgl.crI gtrusts
" X . .netlock.hu/i .cgi?cel=
QTRUST QSCD NETLOCK Qualified Trust QSCD CA www.netlock.hu/index.cgi?ca=qtrustgscd Z\:jww netlock.hu/index.cgi?cel=qtrustqs
http: .netlock.hu/index.cgi?ca=qt http: .netlock.hu/index.cgi?crl=
QTRUST RQSCD NETLOCK Trust Qualified RQSCD Ca | LtR://wwiw.netlock.hu/index.cgi?ca=qtr i/ fwww.netlock.hu/index.cgizer
ustrgscd qtrustrgscd
.netlock.hu/i .cgi?crl=
QTRUST EV NETLOCK Trust Qualified EV CA www.netlock.hu/index.cgi?ca=qtrustev \;\(IWW netlock.hu/index.cgizcrl=qtrust
i i?crl=
TRUSTEV NETLOCK Trust EV CA www.netlock.hu/index.cgi?ca=trustev waw.netlock.hu/lndex.cgl ferl=truste
i i?crl=
TRUST EV 2 NETLOCK Trust EV CA 2 www.netlock.hu/index.cgi?ca=trustev2 szww.netlock.hu/lndex.cgl ferl=truste
.netlock.hu/i .cgi?crl=
QTRUSTEV 2 NETLOCK Trust Qualified EV CA 2 www.netlock.hu/index.cgi?ca=qtrustev2 :C’;W netlock.hu/index.cgizcrl=qtrust
. www.netlock.hu/index.cgi?ca=gtrustev3 http://www.netlock.hu/index.cgi?crl=
QTRUSTEV 3 NETLOCK Trust Qualified EV CA 3
atrustev3
.netlock.hu/index.cgi?crl=trust
TRUSTSSL NETLOCK Trust SSL CA www.netlock.hu/index.cgi?ca=trustssl| :NWW netlock-hu/index.cgi?crl=trustss
.netlock.hu/index.cgi?crl=trust
TRUSTAP NETLOCK Trust Advanced Plus www.netlock.hu/index.cgi?ca=trustap E/WW netlock-hu/index.cgi?cri=trusta
TRUSTA NETLOCK Trust Advanced Plus www.netlock.hu/index.cgi?ca=trusta www.netlock.hu/index.cgi?crl=trusta
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http://www.netlock.hu/index.cgi?ca=gold
http://www.netlock.hu/index.cgi?crl=gold
http://www.netlock.hu/index.cgi?ca=platinum
http://www.netlock.hu/index.cgi?ca=platinum
http://www.netlock.hu/index.cgi?crl=platinum
http://www.netlock.hu/index.cgi?crl=platinum
http://www.netlock.hu/index.cgi?ca=cqlca
http://www.netlock.hu/index.cgi?crl=cqlca
http://www.netlock.hu/index.cgi?ca=cqlsca
http://www.netlock.hu/index.cgi?crl=cqlsca
http://www.netlock.hu/index.cgi?crl=cqlsca
http://www.netlock.hu/index.cgi?ca=qtrust
http://www.netlock.hu/index.cgi?crl=qtrust
http://www.netlock.hu/index.cgi?crl=qtrust
http://www.netlock.hu/index.cgi?ca=qtrustscd
http://www.netlock.hu/index.cgi?ca=qtrustscd
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi
file:///C:/Users/nagy.nikolett/Downloads/www.netlock.hu/index.cgi

TRUST NETLOCK Trust Advanced Plus www.netlock.hu/index.cgi?ca=trust www.netlock.hu/index.cgi?crl=trust

SHA2 A EAT NetLock quj,eg}'zm _Eat.' (Class A www.netlock.hu/index.cgi?ca=calca www.netlock.hu/index.cgi?crl=calca
Legal) Tanusitvanykiadd
NetLock Uzleti Eat. (Class B Legal . ) ) )

SHA2 B EAT N lo,c ) Ze.' ? (Class B Legal) www.netlock.hu/index.cgi?ca=cblca www.netlock.hu/index.cgi?crl=cblca
Tanusitvanykiadd
NetLock E Eat. (Cl C . . . .

SHA2 C EAT etoc x’pt:es?z a. (, ass www.netlock.hu/index.cgi?ca=cclca www.netlock.hu/index.cgi?crl=cclca
Legal) Tanusitvanykiado

SHA2 A Netljo,ck !(OZJggy%0| (Class A) www.netlock.hu/index.cgi?ca=caca www.netlock.hu/index.cgi?crl=caca
Tanusitvanykiadd
NetLock Uzleti (Class B . ) ) )

SHA2 B N 105: , z e.l ( ,ass ) www.netlock.hu/index.cgi?ca=cbca www.netlock.hu/index.cgi?crl=cbca
Tanusitvanykiadd

SHA2 C NetLock Expressz (Class C) www.netlock.hu/index.cgi?ca=ccca www.netlock.hu/index.cgi?crl=ccca

Tanusitvanykiadd

SHA2 MKB EAT

MKB Tanusitvanykiado

http://crl.mkb.hu/CA4.crt

http://crl.mkb.hu/CA4.crl

SHA2 MNB EAT

MNB Eat. Tanusitvanykiadd

http://cdp.mnb.hu/LHSZ1.crt

http://cdp.mnb.hu/LHSZ1.crl

SHA2 KELER EAT

KELER Eat. Tanusitvanykiadd

http://www.keler.hu/crl/lhsz2.crt

http://www.keler.hu/crl/lhsz2.crl

SHA2 MNB MNB Tanusitvanykiado http://cdp.mnb.hu/LHSZ1.crt http://cdp.mnb.hu/LHSZ1.crl
SHA2 KELER KELER Tanusitvanykiadd http://www.keler.hu/crl/lhsz2.crt http://www.keler.hu/crl/lhsz2.crl
tlseccca NETLOCK TLS ECC CA aia.ecc.netlock.hu/index.cgi?ca=tlseccca crl.ecc.netlock.hu/index.cgi?crl=tlseccca
testeccca NETLOCK Test ECC CA aia-test.ecc.netlock.hu/index.cgi?ca=tlseccca crl-test.ecc.netlock.hu/index.cgi?crl=tlseccca
rooteccca NETLOCK Root ECC CA aia.ecc.netlock.hu/index.cgi?ca=rooteccca crl.ecc.netlock.hu/index.cgi?crl=rooteccca
tsaeccca NETLOCK TSA ECC CA aia.ecc.netlock.hu/index.cgi?ca=tsaeccca crl.ecc.netlock.hu/index.cgi?crl=tsaeccca
NETLOCK Test TSA ECC aia- aia-
testtsaeccca ] . ] .
CA test.ecc.netlock.hu/index.cgi?ca=testtsaeccca | test.ecc.netlock.hu/index.cgi?crl=testtsaeccca
NETLOCK Test RSA 4096 crl-
testrsad4096 ia-test.rsa.netlock.hu/index.cgi?ca=rsa4096 -
estrsa ca CA aia-test.rsa.netlock.hu/index.cgi?ca=rsa < test.rsa.netlock.hu/index.cgi?crl=rsa4096ca
rsa4096ca NETLOCK RSA 4096 CA aia.rsa.netlock.hu/index.cgi?ca=rsa4096¢c crl.rsa.netlock.hu/index.cgi?crl=rsa4096¢
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3 Cross certifications

The Netlock has only cross certifications from Microsoft. They are intended to use for Kernel Mode
Code Signing certificate root, but now the Kernel Mode Signing is strongly tied to EV Rules, after the
Webtrust for EV or similar audit is possible to move forward.

Fétanusitvany

Short name in Full name CA availability
structure
MCCA SHA2 GOLD Netlock Arany (Class Gold) www.netlock.hu/index.cgi?ca=mccagold

MCCA SHA2 PLATINUM

NetLock Platina (Class Platinum)

F&tanusitvany

www.netlock.hu/index.cgi?ca=mccaplatinum

tlseccca

NETLOCK TLS ECC CA aia.ecc.netlock.hu/index.cgi?ca=tlseccca

4 CA certificates not covered by any root programs

SHAL
KGYHSZ
(GOV.
ROOT)

SHAL
KIQA

SHAL
KIA

SHA1L
KI B

Orange — Already stopped service/CA
Blue — There is no more certificate
issuance, waits to stop
Yellow — CA not controlled by Netlock
TS — time stamping certificate
OCSP — OCSP certificate
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http://www.netlock.hu/index.cgi?ca=gold
http://www.netlock.hu/index.cgi?ca=mccaplatinum
file:///C:/Users/nagy.nikolett/Downloads/aia.ecc.netlock.hu/index.cgi

4.1.1 CA certificates and CRLs

Short name in Full name CA availability CRL availability
structure
KGYHSZ (Public Administration Root CA
- Hungary)
http://www.kgyhsz.gov.hu/KGYHSZ | http://www.kgyhsz.gov.hu/KGYHSZ
SHAL KGYHSZ CA 20060719.cer CA 20060719.crl
Governmental root in Hungary, not
NETLOCK owned.
SHAL KIQA Netlock Minositett Kozjegyzoi (Class https://www.netlock.hu/index.cgi? | https://www.netlock.hu/index.cgi?
QA) Tanusitvanykiado ca=mkozig crl=mkozig
SHA1KIA NethO,Ck §C'as,5 A), Kozigazgatasi already archived already archived
Tandusitvanykiado)
SHALKI B (NetLock (Class B) Kozigazgatasi https://www.netlock.hu/index.cgi? | https://www.netlock.hu/index.cgi?
Tanusitvanykiadd) ca=bkozig crl=bkozig

4.2 SHA256 Governmental CA hierarchy

4.2.1 General description
The Netlock has Intermediate certificates which are certified by the SHA256 root of the
governmental CA KGYHSZ.

These roots are issuing singer certificates for public administration purposes
These roots are not subjects any Root programs, they are in separated tree.

4.2.2 Issued certificate types
From these iCAs singer and authentication certificates can be bought for public administration
purposes.
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http://www.kgyhsz.gov.hu/KGYHSZ_CA_20060719.cer
http://www.kgyhsz.gov.hu/KGYHSZ_CA_20060719.cer
http://www.kgyhsz.gov.hu/KGYHSZ_CA_20060719.crl
http://www.kgyhsz.gov.hu/KGYHSZ_CA_20060719.crl
https://www.netlock.hu/index.cgi?ca=mkozig
https://www.netlock.hu/index.cgi?ca=mkozig
https://www.netlock.hu/index.cgi?crl=mkozig
https://www.netlock.hu/index.cgi?crl=mkozig
https://www.netlock.hu/index.cgi?ca=bkozig
https://www.netlock.hu/index.cgi?ca=bkozig
https://www.netlock.hu/index.cgi?crl=bkozig
https://www.netlock.hu/index.cgi?crl=bkozig

4.2.3 Structure

ROOT ICA OCSP
CA
SHA2
KGYHSZ SIGNER CAs
(GOV. [
ROOT)
|| SHA2
KI B |
OCsP
RESP
KI B
SHA256
KIQ
OCSsP
RESP
KIQ

Yellow — CA not controlled by Netlock
TS — time stamping certificate
OCSP — OCSP certificate
Light purple — Grouping by certificate type
and purpose

OID: 1.3.6.1.4.1.3555.1.6.3.0.231231

17



[ NETLOCK Root ECC CA ]

h 4

Mindsitett CA

NETLOCK Qualified Public Administration
ECCCA

[ NETLOCK RSA 2048 CA }

A4

Mindsitett CA

'NETLOCK Qualified Public Administration
RSA 2048CA

A

[ NETLOCK RSA 4096 CA ]

v
Mindsitett CA

NETLOCK Qualified Public Administration
RSA 4096 CA

4.2.4 CA certificates and CRLs

EMC ROOT

ONLINE NCA

NETLOCK Qualified Public Adminisiration

ECC CA OCSP Responder

NETLOCK Qualified Public Adminisiration

RSA 2048 CA OCSP Responder

NETLOCK Qualified Public Adminisiration

RSA 2048 CA OCSP Responder

Short name in structure

Full name

CA availability

CRL availability

SHA2 KGYHSZ

KGYHSZ (Public Administration
Root CA - Hungary)

Governmental root in Hungary,
not Netlock owned.

http://www.kgyhsz.gov.hu/KGYHSZ

http://www.kgyhsz.gov.hu/KGYHSZ

CA 20091210.cer

CA 20091210.crl

NetLock Mingsitett

Administration RSA 4096 CA

crl.rsa.netlock.hu/index.cgi?crl=gpaca

SHAZ2 KIQ Kozigazgatasi (Class Q) https://www.netlock.hu/index.cgi? | https://www.netlock.hu/index.cgi?
,g, g, . ca=mkozig256 crl=mkozig256
Tanusitvanykiadd
SHAZ KI B NetLock Kdzigazgatasi Uzleti https://www.netlock.hu/index.cgi? | https://www.netlock.hu/index.cgi?
(Class B) Tanusitvanykiadd ca=bkozig256 crl=bkozig256
Qpacaeccca Zg;ﬁ?gfri?j:féiiiib“c crl.ecc.netlock.hu/index.cgi?crl=gpac | crl.ecc.netlock.hu/index.cgi?crl=gqp
aeccca acaeccca
gpacarsa2048ca ZZTL(;CtK o:cl.'ljllf:esi';%tzlsCCA crl.rsa.netlock.hu/index.cgi?crl=gpaca | crl.rsa.netlock.hu/index.cgi?crl=qpaca
ministration rsa2048ca rsa2048ca
gpacarsa4096ca NETLOCK Qualified Public

crl.rsa.netlock.hu/index.cgi?crl=gpaca

rsa4096ca

rsa4096c¢ca

OID: 1.3.6.1.4.1.3555.1.6.3.0.231231
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http://www.kgyhsz.gov.hu/KGYHSZ_CA_20091210.cer
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http://www.kgyhsz.gov.hu/KGYHSZ_CA_20091210.crl
http://www.kgyhsz.gov.hu/KGYHSZ_CA_20091210.crl
https://www.netlock.hu/index.cgi?ca=mkozig256
https://www.netlock.hu/index.cgi?ca=mkozig256
https://www.netlock.hu/index.cgi?crl=mkozig256
https://www.netlock.hu/index.cgi?crl=mkozig256
https://www.netlock.hu/index.cgi?ca=bkozig256
https://www.netlock.hu/index.cgi?ca=bkozig256
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